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Insights on Hamas’ Lessons from
Operation Protective Edge
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Operation Protective Edge (July 7-August 26, 2014) was the longest and
most complex military challenge in a continuing cycle of violence between
the State of Israel and Hamas since the organization’s inception in 1987. It
is still too early to assess the achievements and the results of the military
campaign, which are still not sufficiently clear for either side, and to determine
whether Israel succeeded in achieving its primary aim of establishing long-
term deterrence.

Throughout the campaign, Hamas used all its capabilities, employing
numerous types of weaponry and diverse methods of warfare from the outset.
These included rocket fire (short-range, medium-range, and long-range)
into Israel; the use of underground tunnels to carry out attacks infiltrating
into Israeli territory and to support Hamas' infrastructure throughout the
Gaza Strip; the employment of unmanned aerial vehicles (UAVs, also known
as drones); maritime infiltration attempts by commando forces; urban
warfare; and more.

Hamas learns from every confrontation or round of warfare with Israel,
effectively implementing the results in its methods of operation during
each new round of fighting. Hamas learns first and foremost from its own
experience on the battlefield, but also from other terrorist organizations
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that have fought against Israel, such as Hizbollah, and from the accumulated
knowledge and experience of state actors such as Iran and Syria.

Hamas acquired knowledge from Operation Protective Edge on three
levels: at the strategic level, in its geopolitical context; the military level,
in terms of its strength and buildup; and at the operative level, in terms of
using its military force. Assumingly, the organization will implement this
knowledge in its next round of fighting with Israel. The lessons learned
by Hamas can provide Israel with understanding as to how the IDF can
be prepared for future military confrontations with the group. This article
examines the knowledge that Hamas acquired during the fifty days of
fighting in the summer of 2014, concluding with a general assessment,
and insight from Israel’s perspective.

Keywords: Hamas, Operation Protective Edge, Gaza Strip, lessons, Iran,
Egypt, Palestinian Authority, Israel, cyber warfare, weapons, tunnels, rockets.

Introduction
On July 7, 2014 Hamas launched a heavy rocket attack on Israel’s cities
and communities, dragging the IDF into the longest military campaign
ever engaged in between the two parties. Hamas entered the campaign
at an unprecedented political-diplomatic and economic low point.! Two
important factors motivated the organization to launch rockets into Israel,
and initiate the military confrontation. The first was Operation Brother’s
Keeper, launched by the IDF following the abduction and murder of Israeli
teenagers Naftali Frenkel, Eyal Yifrach, and Gil-Ad Shaer in June 2014. It is
doubtful that Hamas’ political leadership in Gaza knew about the planned
abduction, and even if it did know, it is reasonable to assume that it was
not interested in the scenario that developed — the murder of the three
teens — during the extremely sensitive period following its agreement
with Fatah to establish a Palestinian unity government. As a result of this
event, the already rocky relationship between Hamas and the Palestinian
Authority further deteriorated. The second factor was the IDF’s discovery
of, and major strike against, an attack tunnel in Kerem Shalom, adjacent
to the southern part of Gaza and resulting in the deaths of members of
Hamas’ military wing.

Beyond these immediate factors — which for Hamas constituted the
straw that broke the camel’s back, and caused them to fire rockets into
Israel and spark a wide-scale military confrontation with the IDF - other,
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more profound, and deep-seated reasons included the group’s internal
deterioration and regional isolation, and a genuine concern among Hamas’
leadership for losing control over the Gaza Strip. These reasons, which
will be discussed in greater detail below, led Hamas to conclude that it had
nothing to lose, and that the only remaining option was to provoke a war
in an effort to ensure its future.’ From Hamas’ perspective, launching the
rockets into Israel was a form of “politics by other means,” and the decision
to embark upon a new round of fighting was a choice not between war and
peace, butrather between war and slow strangulation. According to Hamas’
assessment, such a war could relieve the pressure on Gaza by placing the
burden onIsrael, even if the likelihood of the war’s actual success was low.*

On the eve of Operation Protective Edge, Hamas found itself in a severe
geopolitical crisis, which had begun just a few months after the conclusion
of Operation Pillar of Defense (November 2012). In July 2013, Egyptian
President Mohamed Morsi was removed from power by the Egyptian
military and replaced by Abdel Fattah el-Sisi. The Muslim Brotherhood,
which had been the major political supporter of Hamas’ government in
the Gaza Strip, was outlawed in Egypt, and Hamas became an undesirable
entity in the country.” The new Egyptian regime was determined to block
and destroy the smuggling tunnels between the Sinai Peninsula and the
Gaza Strip, which had served as Hamas’ primary source of income. The
systematic destruction of these tunnels, in addition to Egypt’s frequent
closure of the Rafah border crossing — the Gaza Strip’s exit to the outside
world —resulted in a deep economic crisis in the Strip; the most concrete
expression of this crisis was the Hamas government’s inability to pay the
salaries of more than 40,000 employees of its public institutions.®

At the beginning of 2014, the Hamas leadership became aware that its
governance in the Gaza Strip had weakened and was unstable, and that it
was unable to meet the needs of Gaza’s economy — most importantly, by
paying the salaries of thousands of local Palestinian government employees.
In April 2014, this understanding led the Hamas leadership to sign a
reconciliation agreement with the Palestinian Authority and to establish
a unity government;’ this measure failed to bring about the salvation the
organization longed for, and Hamas became the target of criticism among
its own supporters.® The bitterness among Gazans continued to intensify,
and soon the voices of other Palestinian groups in the Gaza Strip could
be heard charging that Hamas had abandoned the path of “resistance”
(mugawama).® The troubling feeling that the rug was being pulled out from
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under Hamas led the organization to believe that in order to improve its
position, the security situation vis-a-vis Israel would have to deteriorate.
This mood, in conjunction with the more immediate factors discussed
above, led Hamas to launch its rocket attack against Israel on July 7, 2014.

After the fifty days of fighting during Operation Protective Edge, Hamas
was left bruised and battered. The rebuilding of the Gaza Strip has not
progressed at the pace and scale as Hamas had expected at the conclusion
of the campaign. Moreover, the economic situation in Gaza remains severe,
despite the investments that have started to arrive; the grave humanitarian
crisis could lead to public protest and threaten Hamas’ rule. At the same
time, the group’s ability to control the other armed factions operating in
the Gaza Strip and to prevent them from violating the cease-fire continues
to deteriorate.

At this point in time, no change in Hamas’ policy toward Israel is
discernable; the armed struggle remains a central component of the
organization’s doctrine. That being the case, another round of fighting
between the two parties appears to be only a matter of time. Hamas is
well aware of this fact and is currently processing and implementing the
knowledge gained from Operation Protective Edge, and at an increasing
pace. Hamas’ ability to derive knowledge becomes quicker and more
effective from one round of fighting to the next. Between Operation Cast
Lead (December 2009 — January 2009) and Operation Protective Edge,
Hamas’ military capability improved immeasurably, both qualitatively
and quantitatively, as its military wing, the Izz ad-Din al-Qassam Brigades,
continues to develop new ways of fighting against Israel. In its next clash
with Israel, Hamas presumably will be better prepared and more dangerous
than in the past. It continues to prepare itself well for this confrontation,
and is in the process of rehabilitating and rebuilding its military force and
infrastructure. Its leadership understands that these efforts may take an
extended period of time and may require the organization to humble itself
and refrain temporarily from taking action.

This article aims to provide insights and assessments of the knowledge
acquired by Hamas during Operation Protective Edge, and to examine
the major methods of action that the organization can be expected to
employ during the next round of fighting with Israel. This knowledge will
be considered at three levels: first, the strategic level, revolving primarily
around the impact of inter-Arab regional processes on Hamas; second,
the military level, relating to the processes of augmenting Hamas’ military
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strength and its kinetic and cybernetic buildup; third, at the operative
level, relating to the use of this force, and the lessons that the 1zz ad-Din
al-Qassam Brigades may have learned from the battle. Just as Hamas
learns from experience, the State of Israel and the IDF must also derive
and internalize lessons from Operation Protective Edge and immediately
implement them. Doing so will enable the IDF to deal more effectively and
efficiently with Hamas and the other terrorist organizations during the
next round of hostilities, and to bring about a quicker and more decisive
conclusion to the fighting.

The Strategic Level

Hamas began Operation Protective Edge at an unprecedented political
low point since having seized control of the Gaza Strip in 2007, and at the
height of its isolation in the international arena in general and the inter-
Arab regional arena in particular. Following Abdel Fattah el-Sisi’s seizure
of power in Egypt in July 2013, Egypt — which had been Hamas” most
important source of support during the rule of the Muslim Brotherhood
—became the group’s bitter enemy. The new Egyptian regime’s expressed
its hostility toward Hamas primarily by destroying the smuggling tunnels
between the Sinai Peninsula and the Gaza Strip, and periodic closing the
Rafah border crossing. In the months following Operation Protective Edge,
the Egyptian regime continued maneuvers to delay the negotiations that
had been agreed upon at the end of the fighting in an attempt to prevent
Hamas from achieving any gains.

For awhile, Hamas appeared to have found a new patron in the wealthy
country of Qatar. This relationship emerged after the group’s leadership
took refuge in the Gulf emirate following its expulsion from Syria in disgrace
in 2012, and after losing the support of the Muslim Brotherhood in Egypt.
Hamas” honeymoon with Qatar, however, ended with the reconciliation
agreement between the Gulf emirate and Egypt during the second half of
December 2014. Preliminary signs that the relationship between Hamas
and Qatar was about to rupture were visible already before Operation
Protective Edge concluded. In the ceasefire agreement, Hamas was forced
to concede Qatar’s patronage in light of the united front of Israel, Egypt,
and Saudi Arabia that was opposed to endowing the emirate with any
standing whatsoever in the agreement. The agreement of Hamas’ Political
Bureau Chief Khaled Mashal to leave Qatar as a result of the ceasefire was
an insult to the Qatari emir’s dignity. This development, in conjunction
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with heavy pressure exerted by Saudi Arabia and the other Gulf states,
resulted in a volte-face by Qatar in relation to its policy vis-a-vis Hamas,
Egypt, and the other Gulf states."

In this context, Hamas learned a major geostrategic lesson that the
diplomatic isolation it had long been suffering, and which had grown
even more intensive since Operation Protective Edge ended, could not
continue. That is, if Hamas wanted to rebuild its image in the eyes of the
Palestinian public in the Gaza Strip and the West Bank and among other
Palestinian factions in Gaza, or if it wanted to replenish its depleted
weapons stores and rebuild its military infrastructure, which had been
severely damaged by IDF attacks, it would have to end its isolation. From
Hamas’ perspective, the group needed to secure the support of a different
regional, diplomatic actor.

To this end, Hamas cast its eyes toward Iran. Hamas leaders understood
that Iran was the only actor that could help them extricate themselves from
the deep pit in which they found themselves after Operation Protective
Edge. Hamas looked to Iran despite that their relationship had ruptured
following Hamas’ support for the opponents of Bashar al-Assad in Syria’s
civil war, raging since 2011, and the subsequent expulsion of Khaled
Mashal and his close associates from Damascus in early 2012. Up until their
falling-out, Iran had supported Hamas for years by transferring hundreds
of millions of dollars to the Gaza Strip; providing comprehensive military
training and knowledge; and establishing the infrastructure for Gaza’s
independent production of weapons, primarily rockets.

From the end of Operation Protective Edge onward, and more intensively
following the Egyptian-Qatari reconciliation, senior Hamas officials voiced
resolute declarations regarding the group’s wish to renew relations with
Iran. These declarations soon translated into action, when a delegation
headed by Muhammad Nasr, a member of Hamas’ political bureau, officially
visited Tehran on December 8 —9, 2014 and met with senior Iranian officials.
At the end of the visit, Nasr maintained that Hamas “is very interested in
strengthening its age-old relations with Iran and is making special efforts
to do that.”" Mashal’s deputy, senior Hamas official Moussa Abu Marzouk,
effectively articulated the group’s desire to return to Iran’s warm embrace,
and praised Iran as “the only country that has stood beside Hamas and
provided the resistance movement with financial, weaponry and training
assistance.”’? Another delegation, headed by senior Hamas official Jamal
Issa, visited Iran on January 6, 2015 and met with the country’s deputy
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foreign minister.”® According to a statement by Osama Hamdan, who is
responsible for Hamas’ foreign relations, the visits of these two delegations
apparently were intended to lay the groundwork for a visit to Iran by Khaled
Mashal, although a date for this visit has yet to be announced.” At the
beginning of January 2015, Hamdan also announced the official renewal
of relations between Hamas and Iran, and the fact that the two parties had
overcome their various disagreements."

If Iran also had not been interested in renewing close relations with
Hamas, this process never would have taken place.' The Iranian willingness
to renew ties with Hamas stems from Tehran’s ambitions to enhance its
standing in the region, and is intended to send a signal to other actors in
the arena (and perhaps also the United States) thatit still has an influence
on the Israeli-Palestinian conflict.” The Iranian desire for warmer relations
with Hamas also was reflected in reports about Tehran’s resumption of
funding to the organization.”® Under Iranian pressure, it is possible that
Hamas will need to pay lip service of some kind to the Syrian regime in order
to regain the patronage of Tehran. This could be discerned in statements
made by Moussa Abu Marzouk at the end of 2014, when he denied Bashar
al-Assad’s accusations that Hamas had abandoned Syria. In this context,
Abu Marzouk stated that, “the movement opposes any activity on the part
of any of its members against the Syrian state, and will distinguish itself
from anyone who takes any action against the regime.”"

The opportunity to share knowledge and expertise between Hamas
and Hizbollah, which occurred prior to the crisis in relations with Iran,
has also led to the increasingly warm relations between Iran and Hamas.
Some of the knowledge implemented by Hamas in its last round of fighting
previously had been applied by Hizbollah in its clashes with Israel. We can
assume that Hizbollah will be interested in learning from Hamas as many
in-depth insights as possible regarding the actions, tactics, and modes of
operation of the IDF during Operation Protective Edge, as well as those of
Hamasitself. Itis possible, and even reasonable to assume that the learning
and knowledge-sharing process will take the form of a tripartite effort by
Iran, Hizbollah, and Hamas.

The moderate Arab countries, particularly Jordan, Saudi Arabia, and
Egypt, whose relationship with Hamas is discussed above, do not view
favorably the strengthening of relations between Iran and Hamas. This
relationship is likely to have a negative impact on these countries, as a
result of Hamas’ close affiliation with the Muslim Brotherhood, in their
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fight against the impact of the Brotherhood within their borders, and the
fear of terrorist attacks being carried out on their soil.*” In this context, it
is important to note that the detention of members of Hamas’ military
infrastructure in the West Bank in September 2014 revealed that many
Hamas activists were recruited in Jordan where they underwent military
training under the supervision of its military wing, the Izz ad-Din al-Qassam
Brigades.”

Hamas’ diplomaticisolation and weak condition must be considered in
conjunction with its problematic relations with the Palestinian Authority
and its leader AbuMazen, which deteriorated following the establishment
of the Palestinian reconciliation government in June 2014. The tensions
intensified further after Operation Protective Edge, as reflected in the
mutual levelling of accusations: Hamas attacked the Palestinian Authority
for failing to transfer funds to pay the salaries of government employees
in the Gaza Strip and for preventing the rebuilding from moving forward,
whereas Fatah spokespeople accused Hamas of causing the failure of the
rebuilding of Gaza and “tainting the atmosphere of reconciliation.”* The
placing of explosive devices beside the homes of ten senior Fatah officials in
Gaza in early November 2014 marked a particularly low pointin relations.”

As aresult of the situation at the regional, internal organizational, and
inner-Palestinian levels following Operation Protective Edge, Hamas’
leadership apparently has no desire or interest in renewing hostilities
with the IDE.* The organization’s leadership learned from the last round
of fighting with Israel that it cannot permit itself — at least not in the near
future — to enter into another confrontation with Israel on the same scale
as itdid in the summer of 2014.* The rebuilding of the Gaza Strip will take
an extended period of time, as will the rehabilitation of Hamas” military
infrastructure and the building up and replenishing of its weapons so that
itcanreach alevel of readiness comparable to that which it enjoyed during
Operation Protective Edge. At the same time, we must also remember
that waiting, even for a long period of time, is a drop in the bucket when
compared to realizing the Islamic fundamentalist ideology of Hamas, which
is decisively opposed to the existence of the State of Israel.

The Military Level

Following Operation Pillar of Defense in 2012, Hamas prepared itself for
an asymmetrical confrontation with Israel, focusing on several central
components: rocket capability, an intricate tunnel network (an attack
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network vis-a-vis Israel, and an internal network within Gaza for a variety
of operative uses), a ground assault force, and to a lesser extent, the use
of naval and air capabilities. During Operation Protective Edge, Hamas
made use of all of these components, and in each case, claimed to have
experienced both successes and failures. We can assume that at the end
of the fighting, the officers and members of the 1zz ad-Din al-Qassam
Brigades began a process of study and inquiry so that they could reach the
next round of fighting with Israel with a better-prepared force, despite the
difficulties created for them by Israel and Egypt.*

The destruction of Hamas” attack tunnels into Israeli territory constitute
afundamental issue, and their rebuilding is a major goal of the organization,
toward which it has been working since the end of the fighting. Hamas
sustained a lethal blow during Operation Protective Edge, with the
destruction of thirty-two attack tunnels, fourteen of which infiltrated Israeli
territory.” In just five days, the IDF wiped out years of digging and concrete
reinforcement. Hamas regards the attack tunnels as a central component
of its doctrine of warfare and recognizes their strategic importance, even
though the results of their use during Operation Protective Edge were not
directly proportional to the importance that the organization ascribes to
them; although attacks from within the tunnels took a heavy toll on Israel
in terms of the number of soldiers killed, their potential for death and
destruction was not fully actualized according to Hamas’ expectations.?®

Hamas recognizes that the large number of tunnels and the scale of their
use strategically surprised Israel, despite the fact that the Israeli defense
establishment has known about the threat of the tunnels for many years.*
Hamas also recognizes that Israel does not have the capacity to contend
with these tunnels through prevention and preliminary thwarting tactics,
while an adequate solution for dealing with this threat has not yet been
found elsewhere in the world. Itis therefore quite likely that the Izz ad-Din
al-Qassam Brigades will continue to dig attack tunnels into Israeli territory
in an effort to surprise Israel once again, enact a heavy toll in casualties,
and resonate regionally and internationally. *°

The events of Operation Protective Edge have proven to Hamas that the
tunnels deter and intimidate the civilian population in the Gaza envelope,
and that Israel regards the tunnels and their destructive potential as a
strategic threat. Indeed, the tunnels infiltrating Israeli territory constituted
one of the mostimportant and creative factors contributing to both the sense
of insecurity within the settlements adjacent to the border fence and the
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decision of many residents to leave the area during the war.* Hamas military
wing spokesman, Abu Hamza has even stated that, “the next campaign
will be conducted on the threshold of Ashkelon and the Negev,”** perhaps
hinting at Hamas’ intention to make more extensive use of the tunnels in
the next confrontation and to conduct operations within Israeli territory
on a more substantial scale than it did during Operation Protective Edge.

Another insight Hamas gained in the aftermath of Operation Protective
Edge is the need to continue expanding and bifurcating the network of
tunnels beneath the Gaza Strip. The tunnel network served a number of
purposes, which in retrospect, contributed significantly to Hamas’ ability
to survive the fifty days of hostilities, and gave its forces considerable cool-
headedness in how they conducted the fighting.** The tunnels were used
for storing and transporting weapons; carrying out ambushes against IDF
forces using suicide terrorists in an effort to cause as many casualties as
possible, and particularly to abduct soldiers; launching rockets from hidden
sites and firing a “daily dose” of rockets into Israel; withdrawing troops; and
perhaps the most important purpose of all - protecting its fighting forces
from Israeli air and ground force attacks, especially Hamas’ central command
of the military wing and the senior members of the political leadership.
This final use of the tunnels facilitated the organization’s functioning
and continuity over the course of the campaign. Hamas can therefore be
expected to utilize the tunnels during the next round of fighting with Israel.

In the course of Operation Protective Edge, Hamas and the other Islamic
groups in the Gaza Strip fired a total of 4,564 rockets of various ranges,
reflecting the importance of rocket power from Hamas’ perspective.*
The ongoing rocket fire throughout the entire period of fighting severely
damaged and disrupted the daily routine of Israeli citizens, undermining
their sense of security. Even though the Iron Dome system almost completely
neutralized the organization’s ability to damage and destroy Israeli lives
and property, it did not solve the problem of rockets being fired into Israel.
Indeed, Hamas now understands that even if it failed to cause death and
injury to the Israeli civilian population as it had hoped at the outset of the
campaign, its success in forcing millions of citizens into bomb shelters on a
daily basis and in harming the Israeli economy were nonetheless significant
accomplishments. Although Hamas did not achieve military victory over
the State of Israel, its use of rockets during Operation Protective Edge and
it “battle of attrition” enabled Hamas to claim a narrative of victory, based
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onits success in standing up to “the strongest army in the Middle East,” and
toassertavictory of sorts from the perspective of Gaza’s civilian security.

Two additional insights from Operation Protective Edge have reinforced
Hamas’ decision to continue producing large quantities of rockets, to
improve their accuracy, and to increase their range. Hamas understands
that its success at disrupting the civil aviation in Israel for a period of two
days during the military operation by firing rockets toward Ben Gurion
Airport has the potential to harm the morale of Israeli society, and, more
importantly, cause significant economic damage to the state of Israel.>> The
second insight regards the effectiveness of Hamas’ rockets; the massive
rocket launchings carried out against the settlements of the Gaza envelope
during Operation Protective Edge (in conjunction with the threat of the
tunnels) caused virtually all their residents to abandon the region.* As
far as Hamas’ criteria for success are concerned, the abandonment of the
settlements was a major achievement.

With insights and knowledge gained from Operation Protective Edge,
Hamas can be expected in the next round of fighting with Israel to fire
heavier volleys of rockets at Ben Gurion Airport, as well as at the nuclear
reactor in Dimona, the refineries in Haifa, the Ashdod Port, and other such
strategic targets. From Hamas’ perspective, striking a strategic facility —
even if only a partial hit or if the attack fails to cause substantial damage
—would constitute a significant, if not symbolic, achievement.

Due to the difficulty of smuggling goods into the Gaza Strip, Hamas
has armed itself with rockets primarily through independent production.
Indeed, from Hamas’ position, the renewed strengthening of relations
with Iran should facilitate Iranian assistance in rocket production and in
establishing the complexinfrastructure needed to improve the accuracy and
range of its rockets. Just a few months after the end of Operation Protective
Edge, Hamas began conducting test firings apparently aimed at improving
the performance of its rockets, indicating the reactivation of their local
assembly line.?” If the organization did not intend on firing rockets during
its next confrontation with Israel, it would not have undertaken efforts to
conduct frequent test firings.*®

During and even prior to Operation Protective Edge, Hamas also
used a variety of advanced, precise, and effective weaponry, including
the most advanced guided anti-tank missiles, the Russian-made Fagot,
Konkurs, and Kornet; SA-7, SA-18, and SA-24 shoulder-launched anti-
aircraft missiles,* also produced by Russia; and unmanned aerial vehicles
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(UAV). Hamas also established an air unit that operated UAVs during the
fighting, albeit with relatively little success. In this area the organization
has the potential to make the greatest quantum leap, particularly given the
technological developments in this realm. The gradual drop in the price of
these technologies has accelerated the increase in the destructive power,
range, and accuracy of various aerial weapons.* Iran, which possesses
advanced capabilities in the field of UAVs, has already provided Hamas with
assistance in this field and can be expected to continue doing so, especially
as their relationship grows closer. It can be assumed that, among other
things, Hamas will make use of UAVs during its next confrontation with
Israel in order to carry out suicide missions or reconnaissance missions
to identify targets for rocket or mortar fire. The use of UAVs serves as a
suitable alternative to the launching of rockets, with the aim of increasing
the potential of causing death and destruction in Israeli territory.

Despite the siege on the Gaza Strip and the Egyptian authorities’ forceful
policy against the smuggling tunnels, itis only a matter of time and creative
thinking until Hamas finds alternative smuggling routes and manages to
bring large quantities of high quality weapons into Gaza. Doing so will help
the group maximize the number of casualties among IDF soldiers in the
nextround of fighting with Israel, and their accomplishments will lend to a
victorious narrative within Gazan public opinion. For this reason, Hamas
is expected to invest great efforts in building up and arming its forces with
avariety of advanced missiles, including guided anti-tank missiles, shore-
to-ship missiles, and shoulder-launched anti-aircraft missiles. Hamas will
also strive to strengthen its air defense system, despite recognizing the
superiority of the Israeli air force, as the successful interception of a plane
or helicopter, or a direct hit on an Israeli naval vessel, also would generate
a story of victory, which it long has been hoping to achieve.

Hamas’ modes of warfare during Operation Protective Edge also
included cyber warfare. Since Operation Cast Lead, during which Hamas
carried out limited cyberattacks, the group’s capabilities in this realm has
improved markedly. During Operation Protective Edge, this improvement
was noticeable by the significant increase in the number of cyberattacks
carried out against Israel, which accompanied the entry of ground forces
into the Gaza Strip.*! Hamas began Operation Protective Edge with
greater preparedness in the internet and cybernetic arena than in previous
rounds of fighting, in part as a result of its having sent personnel abroad
to undergo training in the realm of cyberattacks.** Hamas possibly could
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begin outsourcing future cyberattacks against Israel using groups within
the world of organized crime who are motivated solely by financial profit,
as well as independent terrorist groups that specialize in the cyber arena
and operate under state auspices.” Hamas did not succeed in implementing
cyber strategies against Israel during Operation Protective Edge.* Still, it
can be expected to continue investing in tools and the ability to intensify
its cybernetic activity so that during its next round of fighting with Israel,
it will be able to disrupt Israeli civilian and military infrastructure, which

rely almost completely on internet communications systems.

The Operative Level

Operation Protective Edge furnished additional evidence of the asymmetrical
war underway between the IDF and the military wing of Hamas. Although
the group concluded the operation bruised and battered, considering the
campaign from the perspective of the concept of “resistance,” in which it
believes and which guides its operations, provides a different perspective.
Indeed, in the eyes of Hamas, its success in conducting a complex, intensive
fifty-day military campaign against the IDF is an impressive accomplishment
—one that Hamas can boast about, particularly to the population of Gaza,
and that might secure political profit vis-a-vis Iran and Hizbollah, its old-
new allies, as well as some of the Arab states. It is reasonable to assume
that Hamas will not dramatically change its doctrine of warfare in the lead
up to the next confrontation with Israel; rather it will attempt to improve
and strengthen this doctrine, while internalizing and applying the lessons
learned during Operation Protective Edge.*

As for its rocket fire, Hamas can be expected to conduct an analysis of
the intercepting capabilities of the Iron Dome, quite likely in conjunction
with Iran and Hizbollah. By analyzing the system, Hamas may be able to
improve the operation of its rocket launches and even, however slightly,
the percentage of hits and casualties within built-up areas in Israel in the
nextround of fighting, in contrast to the meagre results achieved by Hamas
during Operation Protective Edge.

Hamas learned two major lessons about the functioning of the Iron
Dome batteries during Operation Protective Edge. One is that the system
cannot defend the entire territory of the State of Israel, and does not provide
a solution for short-range missiles or mortar shells with ranges of five-to-
seven kilometers or less.** Hamas may also reach the conclusion that, like
every missile defense system, the Iron Dome system has a saturation point
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beyond which it cannot provide coverage, leading to the conclusion that
rockets fired at close range may be able to penetrate the system’s defensive
envelope.” Indeed, during Operation Protective Edge, Hamas was already
firing heavy volleys, mostlikely for the purpose of testing the Iron Dome’s
saturation point.

The limitations of the Iron Dome’s interception batteries left many parts
of Israel without protection during Operation Protective Edge.*® In order
to defend all of the populated areas of Israel and its strategic facilities,
Israel will need to equip itself with a few dozen batteries. The high cost of
the system’s intercepting missiles (Tamir) severely limits Israel’s ability to
arm itself with the quantity of batteries and intercepting missiles necessary
for providing hermetic coverage of the country’s populated areas during
prolonged hostilities. Such a situation would leave some areas undefended,
and enable Hamas to exploit this breach for the firing of heavy, dense
volleys of rockets at various ranges.*

Given the small number of Iron Dome batteries, Hamas understands
thatin the next round of fighting with Israel, it will need to fire at a dispersed
number of targets. This will force Israel to saturate the Iron Dome’s batteries
and focus its defensive system on specific targets, enabling Hamas to
increase the accuracy of the rockets it launches. Hamas can therefore be
expected to launch heavy and dense rocket volleys against Israel’s civilian
population, and more precise rockets and missiles against strategic targets.
The group is expected to increase the effectiveness of its launches and the
chances of hitting its targets, which translates into increased killing and
more severe property damage.” In an effort to disperse its targets and
saturate the Iron Dome’s batteries, Hamas may seek the assistance of its
allies to fire rockets into Israel from the north and the south.”

Hamas can be expected to continue its efforts to accumulate as large
a stock of high quality, precise, and longer-range rockets and missiles
as possible, despite their high cost and the great difficulties involved
in smuggling them into the Gaza Strip. In terms of strategic targets,
the possibility of a rocket striking a gas production facility could be
very damaging.”® Although Hamas’ rocket system is not precise and has
extremely slim chances of striking such a facility, from the lessons learned
during Operation Protective Edge, the organization may conclude that the
massive launching of dozens of rockets against such a production facility
may increase the chances of hitting it. This is significant, as striking a gas
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production facility could cause heavy damage and paralyze gas production
for an extended period of time.

The cross-border attack tunnels into Israel and the network of
infrastructure tunnels beneath the Gaza Strip are another major operational
component of Hamas’ military wing. Undoubtedly Hamas is now studying
and rethinking the tactical use of its tunnels. The organization did not
optimally use its attack tunnels during Operation Protective Edge, and the
lesson learned in preparation for the next round of fighting will probably
have to do with the timing of their use and maximal actualization of their
destructive potential. As already noted, Hamas can be expected to continue
digging attack tunnels across the border with Israel. Yet given the time
necessary to dig tunnels and the difficulties involved in acquiring the
quantities of concrete required for their reinforcement, Hamas’ efforts
could focus on digging a relatively small number of highly effective routes.
The goal of this strategy would be to reach, when the time comes, what
it regards as the ultimate achievement — the abduction of a live Israeli
soldier (or, on a lower scale, the abduction of corpses) for the purpose of
negotiating the release of its own prisoners.

The infrastructure tunnels, which were dug as a bifurcated network deep
beneath the Gaza Strip, constituted a key component of Hamas” ability
to conduct ongoing fighting during Operation Protective Edge, and they
proved to be extremely effective. These tunnels helped Hamas’ command
staffs and supreme command to move around freely from region to region
without the fear of being discovered. That almost the entire senior chain of
command and political leadership of Hamas remained intact at the end of
the operation highlighted the importance of the infrastructure tunnels.”® As
alesson to be taken from the campaign, the organization almost certainly
will rehabilitate the infrastructure tunnels that were damaged or destroyed,
and will continue to develop the tunnel network as vigorously as possible.

Hamas entered Operation Protective Edge after learning and assimilating
lessons from earlier rounds of fighting with Israel, as well as lessons learned
from Hizbollah from its experience fighting against the IDF, particularly
during the Second Lebanon War.”* As a result, Hamas’ tactical units
within the battalions were more effective and aggressive than in previous
confrontations with the IDF. The group’s military wing understood that,
in addition to the use of advanced weaponry, the use of standard, non-
technologically advanced weapons and basic methods of warfare also
would be extremely effective and deadly. Indeed, Hamas made widespread
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use of sniper fire, landmines, machine guns, mortar shelling, the planting
of dense zones of improvised explosive devices, and attempts to lure IDF
forces into kill zones. Using these methods and weapons, Hamas succeeded
in exacting a heavy price onIsrael, killing sixty-seven soldiers —more than
in any previous clash between the two parties in the past eight years.”

Hamas took advantage of the breach in the Iron Dome’s defense range
by firing thousands of mortar shells, which caused 25 percent of all the
Israeli casualties in Operation Protective Edge, disrupted the lives of the
inhabitants of the Gaza envelope, and resulted, among other things, in
the local population’s mass flight from the region. The absence of an early
warning system for mortar fire and of an operative solution to intercept
them contributed to Hamas’increasing use of this weapon.® Whether or not
a defensive solution is found, Hamas can be expected to make substantial
use of mortar fire against the settlements of the Gaza envelope in the next
round of fighting, in an effort to cause the local population to flee. Hamas
can also be expected to aim mortar fire at IDF assembly and deployment
points, in order to cause as high a number of military casualties as possible.

During Operation Protective Edge, Hamas failed to damage Merkava
tanks and Namer armored personnel carriers with its guided anti-tank
missiles. The organization recognizes the IDF’s supremacy in defending
its armored vehicles, primarily by means of the new active “Trench Coat”
defense system, which proved itself during the fighting.”” As a result, the
Izz al-Din ad-Qassam Brigades used the guided anti-tank missiles against
vulnerable infantry forces who did not have protection against anti-tank
missiles in an effort to cause as many deaths and injuries as possible.”® It
is reasonable to assume that Hamas will also apply this lesson in future
fighting against the IDF.

Hamas surprised the IDF during Operation Protective Edge by
undertaking a number of military operations, whose results indicate that
they had not yet fully evolved into effective operational tactics. In the next
round of fighting, the Izz ad-Din al-Qassam Brigades can be expected to
make repeated use of the same “surprises” with the primary aim of instilling
constant fear within the Israeli population, although it is possible that some
of these operations will also succeed in harminglives and property. These
surprises may include the infiltration of Hamas naval commandos,” the
more widespread use of unmanned aerial vehicles (for reconnaissance
and/or for attack/suicide missions), and possibly also drones.
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Hamas continues to train and conduct large-scale military exercises,
implementing the knowledge acquired from the discovery of its infiltration
into Israel during Operation Protective Edge in order to be better prepared
duringits next confrontation with Israel. Hamas does so primarily through
urban warfare training, in order to improve its ability to attack IDF positions
and abduct soldiers, live or dead. In this framework, Hamas’ military wing
conducted a large military exercise on December 18, 2014, which included
light weapons fire, the firing of anti-tank missiles and mortar shells, and
the use of naval forces.®” Hamas’ National Security forces also conducted a
final officers’ training course exercise, simulating the charge and conquest
of an Israeli military position.®

Within the framework of the knowledge incurred from Operation
Protective Edge, Hamas has also established a “Popular Army.”*> On
November 7, 2014, in the Jabalia refugee camp in the Gaza Strip, Hamas’
military wing declared the establishment of the Popular Army’s first battalion,
consisting of 2,500 fighters. According to senior Hamas official Muhammad
Abu-Askar, the new body is “aimed at preparing young Palestinians for
any possible attack on the part of Israel.”® The Popular Army appears
to serve as an auxiliary semi-military force in order to expand the future
mobilization potential of the Izz ad-Din al-Qassam Brigades and to bolster
popular support for Hamas among the Gazan population. From Hamas’
perspective, this militia can be used as a tool to taunt the IDF in the media
in the event that those mobilized are killed during the hostilities, and as a
means of facilitating accusations against Israel for the killing of uninvolved
teenagers and young adults.*

In addition to the military tactics employed by Hamas during Operation
Protective Edge, the group also adopted a defensive strategy incorporating
successful media tactics. This integrated strategy, described as “the victim

"% involved the launching of rockets and using weaponry from

doctrine,
within densely populated areas of the Gaza Strip, with the intent to force
Israel to respond, whereas the civilian population in Gaza was turned
into live, “human shields.”*® Hamas operatives concealed themselves
in the center of neighborhoods in the Gaza Strip and turned them into
battle sites; they positioned command posts in hospitals and residential
homes, stored rockets in educational institutions, and shot them from
within mosques, hospitals, and schools. In this manner, the military wing
of Hamas forced Israel to return fire to the sources, resulting in the death

and injury of many innocent civilians. In practice, Hamas turned the
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inhabitants of the Gaza Strip into their own Iron Dome of sorts; Hamas
caused injury to an uninvolved population in service of the ultimate aim of
the victim doctrine: to create international pressure on Israel, and increase
the country’s isolation and delegitimization by exerting diplomatic, media,
and legal pressure, as well as leveling accusations against Israel of use of
disproportional force.*’

Hamas combines use of the victim doctrine - an integral component to
the operation of its force - with a media campaign and diverse psychological
warfare, leading to the portrayal of the inhabitants of Gaza as the “victims
of Israeli aggression” in the international media. The group understands
that this is an effective approach that causes the international media to
focus more on the Palestinian victims than on the circumstances in which
they died or on victims in other parts of the Middle East, such as Syria and
Iraq, thereby garnering greater support for its cause. In this way, Hamas
maximizes the suffering of the inhabitants of the Gaza Strip for the sake
of its own public relations. Given its success in conveying the message
of the “victim,” Hamas will almost certainly operate in a similar manner
in its next confrontation with Israel, despite the immense suffering and
destruction this approach has caused to the people of Gaza.

Conclusion

This article explored the knowledge and insights that Hamas most likely
gained during fifty days of fighting in Operation Protective Edge. On the
geopolitical, strategic level, the organization has understood thatit cannot
be left in the Middle East arena without the support of a dominant regional
actor, and therefore, Hamas has pinned its hope on Iran to help rearm
and build up its military force. Once again Iran is taking its protégé in the
Gaza Strip under its wing, thereby completing a strategic process aimed
at (almost) completely surrounding Israel with its emissaries in Lebanon,
the Golan Heights, and the Gaza Strip.

Most likely, Hamas will not dramatically change its overall doctrine of
warfare; it will continue rebuilding its force in order to gain strength and
further develop its rocket capabilities, improve its abilities to carry out
cross-border actions, and arm itself with high quality advanced weaponry.
It is feasible that if the group keeps its head down for a few years and
refrains from heating up the region, in the next round of fighting it will
be prepared, well equipped, and in a position to cause maximum damage
to Israel. Presumably, Hamas will continue to invest in its military force,
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protection, and survivability, enabling the organization to be prepared for
more extended fighting than during Operation Protective Edge. Hamas can
also be expected to improve its rocket-firing regime and the tactical use of
attack tunnels into Israeli territory.

Hamas would not consciously have drawn Israel into a new round
of fighting in the summer of 2014 had it not felt that it was backed into a
corner and thatits rule in the Gaza Strip was in danger. Indeed, continuing
its control remains one of its top priorities, along with its desire to seize
the leadership of the Palestinians from the Palestinian Authority and the
Fatah movement. The Hamas leadership does not take into consideration
the death and destruction suffered by the inhabitants of the Gaza Strip
during the fifty days of fighting of Operation Protective Edge, as well as
in previous rounds of fighting with Israel. In their opinion, the damage
to civilian infrastructure, the massive destruction of residential homes,
and the tens of thousands of displaced inhabitants are outcomes that can
be accommodated, as long as the group continues its control in the Gaza
Strip and its rule remains stable. It is therefore incumbent upon Israel to
consider using force and military might in the next round of fighting in
order to compel Hamas to face the horns of the dilemma regarding the
survival of its regime. When Hamas feels that the ground beneath its feet
is secure and not threatened, the dilemma is not tangible, and it continues
to shoot, launch rockets, and fight. Israel, therefore, must make Hamas
face the dilemma; Israel must ask itself whether it intends on toppling
Hamas’ regime not only through rhetorical means, but also through the
appropriate use of force.

From Israel’s perspective, the parameter of time is important. The
longer the fighting continues, the more accustomed Hamas grows to the
realities, the more “achievements” (from its perspective) it secures, and
the more difficult it becomes for Israel to achieve its goals. The targets
attacked by the IDF in the Gaza Strip during Operation Protective Edge
met the criteria of international law, which raises the question of whether
Israel could have achieved what it did in a shorter time. Concentrating the
blow within a period of a few days could have great psychological value,
and presumably, the number of injured and killed and the damage on
both sides would have been less. Had the IDF caused the same damage
in a shorter period of time already at the outset of the fighting, the nature
of the battles might have been different, and Hamas’ defeat might have
been reached more swiftly and clearly. Thus, the bombing by the Israeli
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air force of multi-story buildings in the Gaza Strip during the initial days
of the fighting instead of in the final days could have had an impact on
Hamas’ conscience and its resolution to continue the fighting.

In addition, the IDF must find a solution for one of Hamas’ intrinsic
advantages: its intimate knowledge of the Gaza Strip. The commanders of
theIzz ad-Din al-Qassam Brigades never leave the borders of the Gaza Strip
and constitute a “center of knowledge” regarding the region. In an area as
small and densely populated as Gaza, this constitutes a major advantage,
and renders the organization’s system of learning extremely effective. In
contrast, due to various constraints, the IDF does not leave its experienced
brigade and battalion commanders in the field for extended periods of
time, and the military echelon must also consider its position on this issue.

The survival of the senior military command of the Izz ad-Din al-Qassam
Brigades and of Hamas’ political leadership after fifty days of fighting
raises an important question about the conception of Israeli security and
the building of the IDF forces. The IDF’s conception of building a force,
which has fundamentally changed in recent decades and places great
emphasis on the defensive component, demands a separate in-depth
analysis. Defensive systems, such as the Iron Dome, designed to intercept
mortar shells, and the system currently being developed to detect tunnels,
are undoubtedly important, life-saving factors that can provide political
and military decision makers with the patience, space, and time needed to
effectively plan and operate under less pressure; yet they do not win wars.
A decisive military achievement requires offensive actions, including those
that lead to “beheading the snake.” The State of Israel must examine the
relative proportion of its investments in defensive systems vis-a-vis the
development of offensive systems and maneuvers, which, in a focused and
wise manner, can inflict severe damage to Hamas’ senior military command
and political leadership. Such modern conceptions and systems could
bring about a swifter and more decisive conclusion to the next campaign.

In preparation for the next military campaign, Hamas expectedly will
strive to manufacture and smuggle into the Gaza Strip more precise rockets,
to belaunched at strategic targets within Israel. Such action will force the
IDF to divert some of its existing Iron Dome batteries to the defense of these
targets, leaving fewer batteries to defend Israel’s cities and settlements.
Decision makers must therefore make clear to the Israeli population the
importance of passive defense, and the fact that the active defense systems
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preferably will be operated to meet the needs of the IDF’s offensive force
and to maintain the functioning of essential strategic systems.

Upon engaging Israel in Operation Protective Edge, Hamas believed
it would successfully change the situation in the Gaza Strip and force
Israel into an arrangement that would follow the hostilities. Following the
campaign, however, the organization emerged bruised and battered from
the mighty blow it had sustained and from the failure to bring about the
change it had sought. Nonetheless, from its perspective, Hamas’ military
wing can be credited with a number of achievements. First of all, Hamas still
rules the Gaza Strip and has managed to preserveits political and military
leadership. Moreover, the organization survived fifty days of fighting and
reclaimed its position as the leader of the “resistance” movement. Other
achievements includeits success in firing rockets at Tel Avivand northern
Israel and forcing millions of Israelis into bomb shelters on a daily basis;
undermining the sense of security of Israeli civilians and causing most
inhabitants of the Gaza envelope to abandon their homes during the
hostilities; disrupting civil aviation in Israel via Ben Gurion Airport; and,
by means of the “victim doctrine,” bringing about the establishment of a
UN commission of inquiry to investigate whether Israel committed war
crimes in the Gaza Strip during Operation Protective Edge.

Despite its successes, Hamas was also forced to fight alone against the
IDF, and failed to open a second front during the entire period of fighting.
In preparation for the next confrontation with Israel, Hamas is trying to
overcome this situation by rehabilitating and strengthening its relations with
potential allies in the north and the south, including Hizbollah and radical
Islamic groups in the Sinai Peninsula and Lebanon, and by strengthening
its infrastructure in the West Bank and in Jordan. It is undertaking these
efforts in order to open at least one additional active front against Israel,
even if only at low intensity, in the event of another confrontation as this
will make it more difficult for the IDF to fight Hamas in the Gaza Strip.

In order to delay the next round with Hamas, Israel must undertake two
necessary steps. First, Israel must prevent the group’s military buildup by
means of standard and advanced weaponry and the raw materials that may
be used for their production. This effort poses Israeli decision makers with a
complex dilemma: on the one hand, there is a genuine need to bring essential
materials and equipment into the Gaza Strip for the purpose of rebuilding
homes and infrastructure damaged during Operation Protective Edge; on
the other hand, Hamas is known to confiscate some building materials
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and equipment that reach Gaza in order to dig tunnels and build other
military infrastructure. Second, Israel must improve the dire economic and
humanitarian conditions in the Gaza Strip. Israel has already undertaken a
number of steps in this direction: allowing agricultural exports from Gaza
to enter the Palestinian Authority, which Israel had prohibited prior to the
hostilities of the summer of 2014; examining the possible entry of workers
from Gaza into Israel; and authorizing construction inputs for the civilian
sector in the Gaza Strip. These and other necessary steps may not only ease
the suffering of the local inhabitants, but also might reinforce the sense
of survival of the Hamas regime. In such a situation, devoid of a concrete
threat to its rule, it can be assumed that Hamas will not be in any hurry to
return to the battlefield.

Nonetheless, we must not have illusions and not be mistaken: despite
the heavy price it paid during Operation Protective Edge, Hamas is currently
engaged in preparations for the next war. Fighting Israel, even as part of
its doctrine of resistance, is one of Hamas’ tools for the strategic change it
yearns to bring about so that it can continue its rule of the Gaza Strip and
establishitself as a key actor in the arena — one that is more powerful than
the regime of Abu Mazen and the Palestinian Authority.

Operation Protective Edge created unprecedented regional and
geopolitical opportunities for Israel. The Egyptian regime’s hostility
toward Hamas, perhaps best reflected in the late February 2015 Cairo
court ruling that classified Hamas in its entirety (both the military wing
and the political leadership) as a terrorist organization, paved the way for
the Israeli government to intensify its security cooperation with Egyptin
an effort to thwart Hamas’ renewed military buildup and the rebuilding of
its military infrastructure. Moreover, in addition to its security cooperation
with Egypt, which promotes the development of strategic relations between
Israel and el-Sisi’s regime, the Israeli government is currently facing a
rare and even more challenging window of opportunity for forging a new
constellation of regional relations with the pragmatic Sunni Arab states
(Egypt, Saudi Arabia, Jordan, and most of the Gulf states), who, along
with Israel, currently share one major interest — the struggle against the
Islamic State organization. Another important unifying interest of all of
these countries is the prevention of a nuclear Iran. For this reason, Israel
should seek to transform the present reality by taking advantage of the
timing and the current window of opportunity vis-a-vis these Arab states
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toinitiate a broad regional process aimed at promoting common interests

and bolstering its regional and international standing.
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